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1. Introduction 

Counter-radicalisation has emerged as a nascent and prioritised sub-field of countering 

terrorism, particularly as Western governments shifted from the ‘Global War on Terror’ to 

confronting domestic or ‘home-grown’ challenges. While counter-radicalisation public 

policies contain varied ‘toolkits’ with a range of options for interventions to reduce risks of 

individuals being susceptible to radicalisation, a sustained trend across policymakers and 

public debate is the focus on social media sites and internet communication technologies. 

While attention is now being paid to Right Wing Extremism online, this focus became 

especially prominent with the declaration of a Caliphate by the Islamic State (IS) in 2014, and 

the surrounding proliferation of jihadist propaganda and networking conducted online.  

 

Speaking in November 2014, then-UK Prime Minister David Cameron said of tech companies 

managing extremist content online: “This is their social responsibility. And we expect them to 

live up to it … [the] new and pressing challenge is getting extremist material taken down from 

the internet. We must not allow the internet to be an ungoverned space” (Wintour, 2014). Four 

years later, similar remarks were made by former PM Theresa May: “Companies simply cannot 

stand by while their platforms are used to facilitate […] the spreading of terrorist and extremist 

content. […] The status quo is increasingly unsustainable as it becomes clear these platforms 

are no longer just passive hosts” (May, 2018). The focus on social media remains at the 

forefront of policy debate around countering terrorism, with PM Boris Johnson telling the 

House of Commons in October 2021 that “… we will have criminal sanctions with tough 

sentences for those responsible for allowing this foul content to permeate the internet” (Seddon, 

2021). 

 

 In light of this rhetoric and policy-direction — including the anticipated Online Harms Bill in 

the UK — this paper assesses the successes, limitations, and unintended consequences of online 

counter-radicalisation efforts. It will first provide a brief overview of the general terminology 

and focus of the counter-radicalisation field, as well as the limitations faced by practitioners, 

academics, and policymakers in establishing success metrics through ‘monitoring and 

evaluation’ practices. It then provides background on the debate on online radicalisation 

internet regulation, before covering: (1) ‘reactive’ responses implemented by social network 

companies, such as content removal and user suspensions; and (2) ‘proactive’ programs to 

counter radicalisation online, particularly counter-messaging and counter-narratives.  
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2. Overview of P/CVE 

Counter-radicalisation is situated within the broad and loosely-defined practices of 

‘Preventing’ and ‘Countering Violent Extremism’ (PVE and CVE respectively, commonly 

collectively referred to as P/CVE). Distinctions between the two are often vague and blurred, 

forming part of wider counter-terrorism strategies, with the broadest goal of preventing or 

reducing violent extremism (Holmer et al, 2018: 11). Simplistically, CVE may be more 

usefully considered as encompassing a range of non-military interventions to confront existing 

threats (including deradicalization and disengagement programs), while PVE can be 

interpreted as seeking to reduce the materialisation of threats. The US National Security 

Critical Issues Task Force (NSCITF) developed a pyramid model to conceptualise three 

separate stages of appropriate CVE interventions (Figure 1), with the majority of ‘counter-

radicalisation’ approaches generally falling under their ‘primary’ and ‘secondary’ categories 

of pre-radicalisation and early-stage changes, while ‘tertiary’ stages of individual behaviours 

are generally addressed by ‘de-radicalisation’ programs (NSCITF, 2016).  

 

 

Figure 1: NSCITF "Public Health Model" for CVE Intervention Stages (NSCITF, 2016)  

3. Challenges in monitoring and evaluating P/CVE 

A major enduring challenge facing the P/CVE field (and that of counterterrorism more broadly) 

is the relative lack of suitable evaluation techniques to develop a more evidence-based practice. 

Holmer et al (2018) identify two sets of challenges in evaluating the impact of P/CVE 

programs. Firstly, analytic challenges exist around the inherent epistemological issue of 
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‘proving a negative’ — that is, seeking to establish clear causation that particular 

intervention(s) prevented the target individual from turning towards violent extremism, amidst 

an ocean of possible alternative social, political, economic, and cultural factors. For example, 

when engaging in P/CVE activities in conflict zones themselves, it can be difficult to identify 

whether it is counter-messaging efforts or military actions in the field itself that are responsible 

for achieving results (Ingram, 2016: 151). Other analytic challenges include contextual 

variations (such as the discrete meanings of “extremism” and “radicalism” in different 

contexts) and developing appropriate indicators (measurable ‘outputs’ developed to track 

impact on cognitive or behavioural change), both of which must account for local nuance 

(Holmer et al, 2018: 9). Secondly, a range of practical challenges provide limitations over 

measuring the ‘success’ of P/CVE activities. Primarily, access to reliable data is a common 

issue, particularly due to sensitivities around personal information where extremism is 

concerned. Additionally, practitioners of P/CVE programs require training in specialist tools, 

with skillsets and opportunities being lost in the transition from academic developers of CVE 

tools to their application by civil society and non-government program managers (Holmer et 

al, 2018: 10).  

 

These analytic and practical challenges have led to distinct challenges in establishing the extent 

of ‘successes’ in counter-radicalisation efforts. While online initiatives may have better access 

to ‘Big Data’ practices — and the potential benefits these bring for more robust monitoring and 

evaluation purposes — specific challenges are found here too. For example, there is a tendency 

towards use of self-reported and sanitized data that are provided by social network companies 

themselves, forming part of corporate reputational management and government advocacy 

materials. (Particularly given the continued and above-mentioned scrutiny such platforms face, 

it is no doubt in their interests to bias results and showcase successes.) The options for (and 

limitations of) establishing more robust and accurate reporting mechanisms across online 

P/CVE efforts in particular will be addressed across case studies in subsequent sections.  

 

4. Background: Extremism and the Internet 

As the discourse from three successive Prime Ministers highlighted above demonstrates, the 

threat of ‘online radicalisation’ and use of social media by extremists is a policy priority in the 

UK that was heightened by the rise of IS. Indeed, IS has been conceptualised by some as a 

principally ‘Digital Caliphate’ that would likely not have been able to achieve its real-world 

territorial successes if not for its mastery of the internet (Atwan, 2015: 1). In this context, it is 
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important to note that the use of the internet for purposes of organizing, disseminating content, 

and radicalisation or recruitment drives is neither a novel threat nor one specific to the Global 

Jihadist Movement (GJM). Rather, the internet has been used to these ends by extremists since 

its earliest days, with neo-Nazi milieus creating radical communities online in the early-1980s 

(BPC, 2021: 15). And of course, given the globally accessible nature of the internet, it is also 

an international challenge that has prompted intergovernmental responses. 

 

Most notably, in the wake of the 2019 mosque shooting by Brenton Tarrant in Christchurch, 

New Zealand — in which 51 people were killed and 50 injured in the attack that was 

livestreamed across social media sites before being widely reposted — government and tech 

company leaders from around the world convened for the inaugural Christchurch Call. The 

Call represents a pledge to “eliminate terrorist and violent extremist content online,” based on 

the understanding that “no one has the right to create and share terrorist and violent extremist 

content online” (Christchurch Call, 2019). While non-binding, the Call remains a major 

framework for attempting to counter radicalisation by seeking to purge the internet of content 

that can be deemed extremist. However, there are several assumptions underpinning the Call 

that should be highlighted here.  

 

First, implicit in the stated objectives of the Call — which are explicitly centred on the 

dissemination of extremist content in and of itself — is an antiquated understanding of 

exposure to propaganda. The supposition that exposure to extremist content is, in and of itself, 

sufficient to change the thoughts or behaviours of audiences is grounded in a World War One-

era metaphor of a “hypodermic needle model of communication” that assumes a passive public 

audience (Archetti, 2015: 50). Of course, the internet enables radicalisation in ways that go 

beyond simply being ‘exposed’ to terrorist propaganda — social networking sites also enable 

individuals and groups to perform many of the socialisation factors and group-identity 

formation factors that are arguably more important for radicalisation processes (BPC, 2012) — 

however the Call’s focus on content alone appears to overlook this distinction.  

 

Second, the Call appears to undermine the “Safe Harbour” principle, which is a foundation of 

internet governance. Safe Harbour provisions grant internet service providers (ISPs) and 

platforms (together, “online intermediaries”) reduced liability for third-party or user-uploaded 

content that is in breach of various regulations — most notably intellectual property rights, but 

also other forms of regulated or illegal content (Trapman, 2016). In the case of content that is 
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clearly illegal and harmful, the established framework of “Notice-and-Takedown” (NTD) 

requests allows governments to demand service providers to remove content from their services 

or sites within a certain timeframe. For instance, the EU’s 2021 legislation requires ISPs and 

content providers to remove content flagged by authorities as terrorist within one hour. Even if 

new foundational principles are required for internet governance, these should be carefully 

considered in order to avoid unintended consequences, which are outlined below.  

 

This leads to a third area, which is the onus placed on the private sector to police the internet 

by itself, which is arguably beyond the scope of companies whose primary role according to 

the Friedman Doctrine is to maximise shareholder value (Friedman, 1970), not to act as a 

regulator. For example, Apple is in the process of including firmware updates to its mobile 

operating system (iOS) that will use Artificial Intelligence (AI) tools to scan users’ images and 

videos and automatically compare them through hashes (akin to digital fingerprints) of Child 

Sexual Abuse Material (CSAM), before reporting any positive matches on user accounts to 

relevant local authorities. Given the occasional analogy between Child Sexual Abuse Material 

and terrorist material made among policymakers (e.g.: Patel, 2021), this development is 

potentially indicative of measures that could be expanded to extremist content — either 

voluntarily by tech companies, or at the request of governments. In fact, the hash-based intra-

sectoral initiative introduced by the Global Internet Forum for Countering Terrorism (GIFCT) 

in 2019 could be expanded in such a manner (Bishop and Macdonald, 2019).  

 

Relatedly, there is the perennial challenge of debate over what constitutes extremist, radical, or 

terrorist content. Despite the adage that “terrorism is like pornography: You know it when you 

see it” (Nathanson, 2010: 11), there is a fundamental difference between judgement calls of 

CSAM and the blurred lines of what constitutes extremist rhetoric. This challenge continues to 

be played out in public debates, with accusations of bias by social media companies across the 

board. For instance, a 2020 Pew Research poll in the US showed that three-quarters of 

Americans believed social media sites censor political discourse in favour of ‘the other side’ 

(Vogels et al, 2020). The concern here is not one of corporate reputation, but of the polarising 

effects such sentiment could bring; a continued trend of relegation and delegation to the private 

sector arguably risks increasing these negative unintended consequences. 

 

With a background of some key policy landscape and debates on the internet and extremism, 

the following sections highlight tech sector and cross-functional efforts to counter 



 6 

radicalisation through (1) ‘reactive’ measures of content removal and account suspension, and 

(2) using social networks to disseminate counter-narratives and counter-messaging to those at 

risk of radicalisation. 

 

5. Reactive measures: content removal and user suspensions 

As indicated, a primary tool available to countering radicalisation online is content removal 

and account suspension, forming part of ‘reactive’, ‘defensive’, or ‘hard’ measures that have 

become a regular feature since 2014 (Winter et al, 2020: 12). This section outlines two case 

studies — (1) Britain First’s de-platforming from Facebook, and (2) Twitter’s efforts to 

suspend pro-IS accounts — to highlight their successes, limitations, and impacts.  

 

5.2.  Britain First and Facebook de-platforming 

Britain First is a far-right movement that has filled the void of both the British National Party 

and the English Defence League (Brindle & MacMillan, 2017: 110). Founded in 2011, the 

group describes itself as “patriotic political party and a street defence organisation” and within 

three years had managed to garner more online followers than any major UK political party by 

a significant margin (Cave, 2014). Indeed, at its height, the Britain First page on Facebook had 

more than two million likes and some 1.8 million active followers, making it the second most-

followed page on Facebook in the UK category of ‘politics and society’, with the first being 

the royal family (Nouri et al, 2021: 2). While content that breached Facebook’s policies was 

occasionally removed from the Britain First page, it remained active until the conviction of its 

leaders for hate crimes in the UK, at which point Facebook de-platformed the group for 

“repeatedly post[ing] content designed to incite animosity and hatred against minority groups” 

(Hern & Rawlinson, 2018).  

 

Following the group’s removal, Britain First sought refuge elsewhere on the internet, finding 

a home in May 2018 at Gab — a social networking site that is functionally similar to Twitter 

but brands itself as ‘championing free speech’. If the sole metric of ‘hard’ measures such as 

de-platforming is to limit visibility of ‘bad’ opinions to the public, then Britain First’s removal 

from Facebook resulted in a clear success: At the time of writing, the Britain First page on Gab 

had around 13,700 followers — a far cry from the 1.4 million Facebook followers it collected 

in a similar timeframe from 2011 to 2014. As established by Ebner and Davey (2017: 15), one 

of the explicit aims of radical right groups’ online activities is to shift the Overton Window — 

that is, to increase the acceptability or frequency of similar views within public discourse.  
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Therefore, such a dramatic reduction in Britain First’s audience and followership demonstrably 

contributes to counter-radicalisation objectives.  

 

However, the group’s relocation to Gab brought with it a range of changes in its online 

behaviour. As identified by Nouri et al (2017), these were primarily: (1) an increased focus on 

“promoting the group’s inner core members” over representations of the British population at 

large; (2) an increase in “othering” Islam in a broad capacity, rather than a more specific focus 

on Islamists or jihadists that had previously been present; and (3) a decrease in quality of 

imagery – from glossy propaganda content, to the use of raw and lower quality imagery (Nouri 

et al, 2017: 9-16).  

 

In particular, the second finding highlights a potential negative impact of hard removal 

measures. While blurred lines between Islamophobic and ‘anti-Islamist’ rhetoric have been a 

mainstay of ‘Counter-Jihadist’ discourse throughout the incarnation of various groups (most 

notable the English Defence League), the authors noted that an observable shift towards more 

extreme rhetoric was likely the result of Gab being a less regulated platform (Nouri et al, 2017: 

15). However, it is also possible that Gab represents a more radical environment where 

Islamophobic rhetoric that targeted Muslims as a broad base (rather than being merely ‘anti-

Islamist) would provide Britain First with increased performance and popularity among its new 

audience base (e.g., for daring to speak ‘the truth’ about Islam). At the same time, while de-

platforming may have a radicalising effect to groups that find themselves in a more hospitable 

platform and ‘echo chamber’, the study by Nouri et al also demonstrates the successes of such 

measures in terms of followers. The authors’ third finding also supports this possibility, with a 

shift in style and presentation marking a purposeful move towards more authenticity and 

connection with potential recruits, resonating with “cultural notions of laity” (Nouri et al, 2017: 

15-17).   

 

The case of Britain First also calls into question the manner by which decisions are made by 

the private sector to permit or prohibit certain groups or forms of speech. Britain First was not 

classified as a proscribed extremist or terrorist organisation by the UK government at the time 

of its de-platforming (or since). Rather, Facebook’s decision was framed in terms of the 

company’s own user policies and community guidelines. The timing of the decision to remove 

the group from the site suggests that negative publicity following conviction of the group’s 

leadership would have caused public scrutiny of Facebook itself were the Britain First page to 
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have remained online and active, making the decision one about profitability in light of factors 

around negative public relations and public policy implications. 

 

5.2  Islamic State suspensions on Twitter 

With the Islamic State’s blitzkrieg through Syria and Iraq and subsequent declaration of a 

Caliphate by Abu Bakr Al Baghdadi in 2014, the Islamic State became infamous for its ‘shock 

and gore’ approach to propaganda. Dialling up the media tactics that had been honed by Abu 

Mus’ab Al Zarqawi during the occupation of Iraq (Conway, 2012), IS quickly garnered global 

attention in part thanks to its dissemination of professionally edited beheading videos.  Indeed, 

accompanying the group’s military advance was a significant in-house media apparatus that 

developed a clear and cohesive brand — complete with a range of complex themes, from 

violence in defence of Muslims worldwide, to compassionate nation-state building within its 

territories (Fernandez, 2015: 6; Winter & Saltman, 2015). Accompanying this high volume of 

output was also an ability to wield round-the-clock support from ranks of global fans and 

‘jihobbyists’ (Brachman, 2008), with Twitter quickly becoming not only a primary source for 

the group to spread its propaganda through multiple daily media releases, but also a virtual 

community and ‘town square’ for pro-IS users to interact and engage with one another 

(Conway et al, 2019). In fact, from early October 2014 to late November 2014, Berger and 

Morgan estimate that there were at least 46,000 Twitter accounts that actively supported IS, 

with ‘hard ceiling’ estimates as high as 90,000 (Berger & Morgan, 2015: 7). With mounting 

international pressure from public and policymakers, Twitter found itself having to rapidly 

develop and expand additional tools and techniques for removing extremist content at scale, 

including automated AI initiatives and manual takedown processes.  

 

By 2017, Twitter had reduced IS propagandists and supporters’ ability to operate with impunity 

on its platform, as highlighted in a detailed study by Conway et al (2019). Using a dataset of 

pro-IS content — along with a comparison sample of non-IS jihadist accounts, such as the 

Taliban and Tahrir Al-Sham — the authors sought to pressure test the efficacy of Twitter’s 

takedown practices using a dataset covering a period of two months. In particular, the study 

established ‘survival times’ of pro-IS and other jihadist accounts. While it is possible that 

accounts may have been suspended automatically before being captured and entering the 

database, around 65% of profiles were removed by Twitter within 70 days of creation (p. 146). 

However, more than 80% of non-IS jihadist profiles remained online and active for the duration 

of the study’s dataset (p. 146). This disparity highlights the need for the private sector and 



 9 

policymakers to maintain an even-handed approach to P/CVE, to avoid inadvertently giving an 

upper hand in the ‘battle for hearts and minds’ to one terrorist group over another rival.  

 

In a more detailed assessment of a specific two-day period of the dataset, Conway et al. track 

the fate of new and existing pro-IS accounts that were tweeting jihadist content from the start 

of the day. Of the 153 profiles within their criteria, only 35% remained active by the end of the 

test period (p. 148-149). The removal and suspension rates were even greater for ‘throwaway’ 

accounts that had been created the evening prior to the test period (for the purpose of 

disseminating and amplifying IS’s media in line with the group’s 24-hour news cycles), with 

only 24% remaining active at the end of the 48-hour assessment period. However, the authors 

also note that as many new ‘throwaway’ accounts were created by IS propagandists or 

supporters as were removed by Twitter, concluding that IS propagandists retained the ability 

to disseminate their content on an ongoing basis.  

 

Regardless, compared with similar studies conducted in 2014-2015, the average followership 

of each pro-IS account had been reduced by an estimated 92% (p. 150). Contrasted with Berger 

and Morgan’s study of IS Twitter activity between September 2014 and January 2015, which 

found only 3.4% of accounts captured in their study had been suspended (Berger & Morgan, 

2015), the 2017 data used by Conway et al established a conservative estimate of 63% removal. 

These data highlight significant improvements in Twitter’s efforts to remove jihadist (or at 

least pro-IS) content and activists from their platform. They also reveal that Twitter’s counter-

measures have forced IS users to shift from utilizing the platform as a space to showcase open 

support, develop global digital communities, and strategically highjack trending topics for 

maximal communications efficacy, to a more tactical use of throwaway accounts to publish 

stories as part of their ‘24-hour news cycle’ and “outlink” to more hospitable sites — thus 

removing the social and interactive components of pro-jihadist presence on Twitter, which is 

likely to greatly reduce the potential for online radicalisation. Other successes include 

amending practices so that extremist accounts are not automatically suggested through 

‘suggestions’, as was the case in the heyday of IS’s online presence around 2014 (Conway et 

al, 2019: 150). During this period Twitter arguably functioned as a ‘town square’ for jihadists 

and their supporters, with sub-communities of the jihadi ‘Twittersphere’ even developing 

around (for example) women’s interests and specific regions or ethnicities. However, as with 

the example of Britain First on Gab, IS supporters were able to alternatively gather and organize 

on Telegram.  
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6. Counter-narratives and counter-messaging 

Turning to what are termed ‘soft’, ‘offensive’ or ‘proactive’ measures, there have been a range 

of attempts to counter radicalisation through online channels by providing ‘alternative 

narratives’ to combat extremist content circulating on the internet (Winter et al, 2012: 12). 

These efforts are arguably more important — or at least effective, in theory — than ‘hard’ 

removal measures, since the former would ultimately reduce the demand for such content, 

while the latter represents an “endless cycle of whack-a-mole” (Kearns, 2019: 105). As 

identified by Doosje and van Eerten, there are generally four key variables for developing and 

disseminating successful counter-narratives: (1) audience, (2) message, (3) messenger, and (4) 

channel.  

 

First, audience factors relate to targeting counter-narratives and counter-messaging content to 

appropriate target populations. As reflected in much of the literature on ‘offline’ P/CVE, a 

broad application of counter-extremist material to a wide audience (e.g., young Muslims as a 

category) can contribute to Hillyard’s notion of a ‘suspect community’ and compound 

underlying grievances, thus proving a counter-productive endeavour that could do more harm 

than good (Hillyard, 1993; Spalek, 2016; Doosje & van Eerten, 2017). Second, the message 

itself is of crucial importance. Much of the literature asserts the fact that messaging “must do 

more than point out negative characteristics” (Winter et al, 2012: 12), but should rather provide 

a creative and compelling challenge to the easily-digestible ‘frames’ that terrorists are able to 

employ. IS’s online success (and conversion to real-world recruitment and territorial gain) was 

largely due to its ability to tap into to a broad cluster of emotional appeals — such as identity, 

faith, self-actualisation — yet, as Alberto Fernandez, Coordinator of the US Center for Center 

for Strategic Counterterrorism Communications (CSCC) summarised: “We don’t have a 

counter-narrative that speaks to that. What we have is half a message: Don’t do this” (Cottee, 

2015). Third, under ‘messenger’ factors, the need for a credible interlocutor is paramount. 

Particularly in the context of IS, many governments have been tempted to engage directly in 

counter-narrative efforts. Yet, as Ingram notes: “Non-Muslims preaching to Muslims about 

what is and is not “real” Islam is hubristic and likely to fail,” and such efforts are more likely 

to play into the Islamist ‘master frame’ that “the West is at war with Islam” by being perceived 

as seeking to fundamentally change or moderate Islamic interpretations (Ingram, 2016: 150). 

In this respect, some success for counter-messaging campaigns has been found in utilising 

former violent extremists (bringing a deep understanding of their target audience), victims of 
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terrorism, community or religious leaders, and civil society actors to provide more credible 

voices (Doosje & van Eerten, 2017: 90). Fourth, the same online platforms and social network 

sites used by extremist propagandists themselves (in addition to other forms of internet 

communication) may be considered for online counter-messaging. However, there are risks of 

limited success due to a lack of direct interpersonal interaction, and an inability to control 

messages or content that can be edited or manipulated (Doosje & van Eerten, 2017: 91). 

 

The case of a US government anti-IS film — “Welcome to the ‘ISIS Land,” produced and 

released by the CSCC — aptly demonstrates the risks and pitfalls of such efforts. Released in 

2014, the video was ostensibly the US government’s attempt to sarcastically demonstrate IS’s 

‘say-do gap’ — that is, highlighting the discrepancy and hypocrisy between the values, morals 

and objectives that IS purports to stand for on the one hand, and its extreme violence (often 

directed against fellow Sunni Muslims) on the other. In terms of both audience and channel 

factors, the video was intended to reach pre-radicalised individuals with a view to warning 

them of the reality of life in or under IS. Despite this, its release online meant that the content 

was able to be widely shared and ridiculed, being viewed some 900,000 times and going viral 

among critical audiences. Separately, in terms of both the message and messenger, there were 

two major flaws with the video (Fernandez, 2015: 15). First, in trying to expose IS’s ‘say-do 

gap’, the US government primarily succeeded in demonstrating its own hypocrisy around the 

use of violent gore. Despite being only one minute long, the video skips from one shot to 

another of decapitated victims, dead fighters, suicide bombings against civilians, and other 

extreme violent imagery. Indeed, Ingram rightly queries whether CSCC would have mockingly 

included footage of dozens of dead and tortured US or Western citizens in such a video, 

concluding that victims should be “afforded the same respect” regardless of origin or ethnicity 

(Ingram, 2016: 150). Second, the video represents a ‘negative’ appeal or instruction — ‘do not 

join IS’ — rather than presenting ‘positive’ appeals to ‘pull’ individuals away from the group’s 

lure. While the video is merely one attempt at counter-messaging in the IS context, it aptly 

demonstrates the ease with which governments and companies can fall into traps that likely do 

more harm than good. However, as per the monitoring and evaluation caveats provided earlier, 

it is ultimately not possible to accurately gauge the nature and extent of these unintended 

consequences or counter-productive outcomes.  
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7. Conclusion and recommendations 

As well as touching on debates around public policy responses, this paper has provided a brief 

overview of the evolution, successes, and limitations of the two core aspects of countering 

radicalisation online: (1) ‘hard’ measures of content removal and account suspension, and (2) 

‘soft’ measures of counter-narratives and counter-messaging. Regarding hard measures, 

governments around the world continue to bemoan the presence of extremist content online — 

often appearing to use larger social media companies that are, ironically, the most active 

partners in removing such material from their sites. This is despite the reality that governments 

are generally able to issue NTD requests with firm compliance requirements, and so could 

easily take charge of the issue themselves by monitoring and policing the web. This focus on 

larger companies is increasingly reflected in the policy landscape. For example, Germany’s 

2017 ‘NetzDG’ only applies to social network companies with at least two million registered 

users within Germany, despite the reality that the majority of extremist content is hosted on 

small sites such as Justpaste.it (Bishop & Macdonald, 2019: 146).  

 

Furthermore, while demonstrating successes that are supported with evidence, the ‘whack-a-

mole’ attempt at purging the internet of all content deemed ‘extremist’ (a subjective notion in 

and of itself) may ultimately be futile. While the paper highlighted clear successes on Twitter 

and Facebook to remove content, it is questionable whether this approach should be the primary 

focus of governments, as it appears from the UK political discourse and Christchurch Call. As 

noted by the International Centre for the Study of Radicalisation (ICSR) as early as 2009, with 

regards to internet regulation to counter extremism, “it is impossible … to solve the 

radicalisation problem by simply ‘pulling the plug’, and it is a serious mistake to believe that 

the problem would go away if only the internet could be cleaned up.” This reflects the first of 

Richard English’s recommendations on countering terrorism more broadly — that states and 

societies should “learn to live with it” (English, 2009: 120). With governmental foci on content 

removal, rather than providing self-confident and compelling narratives in their own favour, it 

is arguable that states should more actively partner with social media sites to define and disrupt 

content where it does exist (including through guidance and NTDs).  

 

In this light, more suitable responses may be to adopt learnings from literature ‘de-

radicalisation’. In particular, research supports the benefits of healthy debate and employing a 

‘marketplace of ideas’ (Ashour, 2019; Al-Saud, 2017; Hassan, 2013). Indeed, as Bergen states: 

“Thinking “bad” ideas isn’t illegal nor has anyone satisfactorily answered how to replace these 
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bad ideas with better ideas” (Bergen, 2016: 15), and thus we may benefit from exploring the 

successes and limitations of these approaches in an online capacity. This could include finding 

innovative means to play violent extremist groups against one another by getting extremists to 

debate one another in order to expose holes in the ideologies and movements at large. Such 

efforts to ‘discredit’ (coupled with ‘suppression’ in clear-cut cases of illegal terrorist content) 

are not only more compatible with liberal democratic tendencies, but would likely also succeed 

in projecting the strength of their values as an antidote to extremist forces.  
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